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e EJ SHIZgrep
— eX. Chernobyl/CIH
* E800 0000 005B 8D4B 4251 5050 OF01 4C24 FESB 83C3

1CFA 8B2B
E8 00000000 call Oh
5B pop ebx
8D 4B 42 lea ecx, [ebx + 42h]
51 push ecx
50 push eax
50 push eax
0F01 4C 24 FE sidt [esp - 02h]
5B pop ebx
83 3 U add ebx, 1Ch
FA cli

8B 2B mov ebp, [ebx]
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* Metamorphic virus
- EREFICO—FOZZITO (FFHIEER)

* Dead-code Insertion
* Code transposition

* Register reassignment
* Instruction substitution

* Polymorphic virus
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Dead-code insertion(1)

E8 00000000
5B

8D 4B 42

S0

Bl

50

50

S0

OF01 4C 24 FE
5B

83 £33 1

90

FA4

8B 2B

—kZE A
* ex1l. nop DiEA

call Oh
pop ebx
lea ecx,
nop

push ecx
push eax
push eax
nop

[ebx + 45h]

sidt [esp - 02h]

pop ebx

add ebx, 1Ch

nop
clt
mov ebp,

[ebx]

I[FFHFRIFTgrep TES

ES00
5B( 90) *
51( 90) *
0F01

5B( 90) *
FA( 90) *

0000  00( 90) *
8SD4AB  42(90)*
50(90) * 50( 90) *
4C24  FE(90) *
83C3 1C( 90) *
8B2B
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call 0Oh

pop ebx

lea ecx, [ebx+42h]

nop. (*)
{*)

e
push ecx

push eax

push eax

dec eax (x»)
sidt [esp - 02h]

rop ebx

add ebx, 1Ch

=l

mov ebp, [ebx]
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S53:

55:

S52:

54

S6:

call

':ﬁﬁsﬂ 2ax
push eax

_HadE Jeap S 12h]

ebx, 1Ch
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call Ch call Oh

pop ebx pop ebx

lea ecx, [ebx+42h] lea ecx, [Ehx+42h}
push ecx ﬂ.uh esp, 03h
push eax > Eldt esp - EI-Eh
push eax 3 --[ 5 i ]
sidt [esp - 02h]

pop ebx

add ebx, 1Ch

cli mov ebp, [ebx]

mov ebp, [ebx]
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* Chernobyl(CIH)
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Norton® | McAfee® | Command®
Antivirus | VirusScan Antivirus SAFE
7.0 6.01 4.61.2
original v v v v
Chernobyl . .
y obfuscated X1 X172 X v
| original v v v v
70mbie-6.b Sbfuscated X2 w2 W12 /
original v v v v
0Bty obfuscated X2 X1 X! v
original Y v v v
S obfuscated X2 X7 X112 v

Obfuscations considered:;

[ _

= nop-insertion (a form of dead-code insertion)
2 = code transposition
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* Pattern-definition loader

- 7B S LRIZBRNS BB MG/ NNI—F
* Executable loader

- RETH570TFL0DCFG Z1ERK
* Annotator

- IN32—>2% CFG [Zunify L. CFG IZENZEDIT5
* Malicious code automaton(MCA)

- —f%{k & h 1= Malicious code
* Detector
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~ - Static Analyzer for Executables (SAFE)- - - - - - - - - - -« - - - - - o - - - .

|
:
I Intermediate Form
for the Patterns

|
. =
| 1
Binary : ||l CFG for the
Executable R Executable
____________ 1
i
Malicious / \
Code :
Automaton / |
I

(?es (with malicious mde) “
trace found in program)
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Dominators(B)
Post Dominators(B)
Pred(B)

Suce(B)

First(B)

Last(B)

Previous(I)

Next(I)

Kills(p, a)

Uses(p,a)

Alias(p, z, y)
LiveRangeStart(p, a)
LiveRange End(p, a)
Delta(p, m,n)
Delta(m, p1,p2)
PointsTo(p, x,a)

the set of basic blocks that dominate the basic block B

the set of basic blocks that are dominated by the basic block B

the set of basic blocks that immediately precede B

the set of basic blocks that immediately follow B

the first instruction of the basic block B

the last instruction of the basic block B

{ UE'EPFEd(E[} Last(B') if I = First(Br)
' By = e Py by va)
UBfesucc(B )Fwst(B ) if I = Last(Bj)

{I iF By = boagdy By )

true if the instruction at program point p Kills variable a

frue if the instruction at program point p uses variable a

frue if variable x is an alias for y at program point p

the set of program points that start the a’s live range that includes p

the set of program points that end the a’s live range that includes p

the difference between integer variables m and n at program point p

the change in m’s value between program points p; and ps

true if variable x points to location of @ at program point p
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- Polyhedral analysis[Cousot et al., 1978] #FIF
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* subtype [CBEAL THRZR Ak

T i ground Ground types
7 [n] Pointer to the base of an arrayv of tvpe T and of size n
T (n] Pointer into the middle of an array of tvpe T and of size n
phr Pointer to T
S{jhas oo i) Structure (product of types of ;)
ufftr,y ..oy flic} Union
Tt X -+« X T — T Function
T (n) Top tvpe of n bits
1 (n) Bottom type of n bits (tvpe “anv” of n bits)

g B hE) Member labeled | of tvpe T at offset 1

ground : int(g:s:v) |uint(g:s:v) | ...




* Ground type [ triple(g:s:v) D

-qg: 4

-

14-32 Datatype

IR ERIEVRE
-s: YA EVYME
-v: [EZRT TEVYME

Tipe Expression

byte unsigned int

doubleword signed int

double precigion float

uint (0:0:8)
int (0:1:31)
float (0:1:63)

near pointer

far pointer

(logical address)

1 (32)
uint (0:0:16) x uint (0:0:32) — 1 (48)

eax,
esi,
elip
cs,

ebx,
edi,

ds,

ss,

ecx,
ebp,

es,

edx
esp

: 2

gs

1 {32)
1.{32)
int (0:1:31)
1 (16)
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Code Tipe

call Oh

pop ebx ebx: 1 (32)

lea ecx, [ebx + 42h] ecx: 1 (32).
ebx : ptr L (32)

push ecx ecx: 1 (32)

push eax eax: 1 (32)

push eax eax: 1 (32)

sidt [esp - 02h]

pop ebx eax: 1 (32)

add ebx, 1Ch b 1ok (0:1231)

ali

mov ebp, [ebx] ebp: 1 (32).

ebx

ptx 1(32)



Abstraction Pattern(1)

s JAT S LMNESHBIRNT/NF—
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- Register reassignment [Zxt 53 51=8H D Z+R1E




e Abstraction Pattern @15

(X wimi(0 :1::31)) =
( 42X :ang{0:1 :31) },
( pp: “pop X7,
po : “add X,03AFh” ),
p1 € LiveRangeStart(pz, X) )
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* CFG W% /—k &4 Abstraction Pattern % unify

Annotation(n) = { [T, B] :T € {T1,...,Tm} A
B = Unify(S(n),T) }
-n: CFG D /—F
ol IHWAY b,
- B: unify [CRAOEHREDFER
(M1, T2, .., Tm}: /89— DES
-S(n): /—KnIZE5a575
* Chernobyl ®a—k FIZxi9 4 &f&%1E & Annotation
D15l l& Figure 8 IZ
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Formally, a malicious code automaton (or MCA4) A is a
6-tuple (V. X, 5,0, Sp. F'), where

oV ={vy :71,..., 0% : Ti} IS a set of typed variables,
o X = {I'y.....I',} is a finite alphabet of patterns
parametrized by variables from V., for 1 < 2 < n,
Py =V, 0, CpwhereV; CV,

e S is a finite set of states.

e §: S x ¥ — 27 is a transition function.

e Sy C S is anon-empty set of initial states,

e ' C S is a non-empty set of final states.

* Chernobyl ®a—k /%39 MCA [& Figure 11 [Z
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Detector(2)
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* False negative

- it

RN o T
Annotator Detector
avg.  (std. dev.) | avg.  (std. dev.)
Chernobyl 1.444s (04975s) | 0.535s (0.0435)
Z0mbie-6.b | 4.600s (2.0595) | 1.149s5 (0.041 s)
fOsfOr0 4900s (2.8445s) | 0.923s (0.1929)
Hare 0.142s (1.5515) | 1.604s (0.104 s)




* False positive

- Bl A JLA%E Chernobyl EL TEEH&H
MY f
Annotator Detector
avg.  (std. dev.) | avg.  (std. dev.)
Z0mbie-6.b | 3.400s (1.428s) | 1.400s (0.4205)
fOsfOrO 4900s (1.1365s) | 0.840s (0.082s)
Hare 1.000s  (0.000s) | 0.220s (0.019 s8)
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* False positive( i )
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Executable .text Procedure Annotator Detector
size size count ave. (std. dev.) avg. (std. dev.)
tiffdither.exe 0216B 6,656 B 29 6.333s (0471 s) 1.030s  (0.043 s)
winmine.exe 06.528 B 12,120 B 85 15.667s (1.700 s) 2.283s (0.1315s)
Spyxx.exe 499768 B | 307.200 B 1,765 || 193.667s (11.557s) | 30917s (6.6255%)
QuickTimePlayer.exe | 1.043,968 B | 499,712 B 4,767 || 799.333s (5.437s) | 160.580s (4.4555)




o DT
e DAILAREFDESL
o % {F=EER

 SAFED#& L

. 5%
o B EHRZE

e £&&H




* Typed Assembly Language [Morrisett et al.,
1998]

- 7o JYa—KIZxdd BB RTFT LA

* Specification-based monitoring [Giffin et al.,
2002][Wagner et al., 2001 ]
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