ETEHEEL AT LRI

(2005/11/14)

KERE M1 £BEFH



* Efficient Techniques for Comprehensive
Protection from Memory Error Exploits

- Sandeep Bhatkar, R. Sekar and Daniel C. DuVarney
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Address Space Randomization

° ASR: X=E

-a—K/ T—3DUEZHRZTE

JDEWAZZE LIET S

Y AT

o BRTEM ASR [T RTD AT ILE|ZXIHTE4LD
- AT ELRAZFIRAT HAHME
- information leakage attack
- SV LEZDLDITHT B E

* KD
ASR

B I RTDAEYHZEIZ T S



* AEYEDT—E/3—FDNEZTTUH LIE

- FEXTLE
-2 DDA Tz DA EIE

s S VA LTRSS LDEA
- Y—RAEHZKYMAAHAD
- A—FBFPERITHRIZEE




* Spatial error
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int a = 1;
char b[100];
extern 1int c;

void f() {
while (a < 100) bl[a] = a++;
+
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int *a_ptr;
char (*b_ptr) [100];
extern int *c_ptr;

void £f() {
while ((*a_ptr) < 100)
(xb_ptr) [(*xa_ptr)] = (xa_ptr)++;
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- @5k alloc_info TEH#DIFEHZIET

void __attribute__ ((constructor)) data_init(){

alloc_info
alloc_info
alloc_infol
alloc _infol
alloc infol
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alloc _infol[

—

.ptr = (void *) &a_ptr;
.8ize = sizeof(int);
.1s_buffer = FALSE;

.ptr = (void *) &b_ptr;
.8ize = sizeof(char [100]);
.1s_buffer = TRUE;
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char *f();
void g(init @) 4 ...
void h() {

char *str;

char *(xfptr) ();

fptr = &1;

str = (*xfptr) O);
g (10) ;

}
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void *const func_ptrs([] =
{M1, M2, M3, M4, (void *)&f, (void *)&g,

M5, M6, M7, M8};

char *f();
void glint a) 4 .. F
void h() {

char *str;

char *(xfptr) O);

féér = (char *(*)())func_ptrs[4];
str = (xfptr) O);

(*((void (*)(int)) (func_ptrs[5])))(10);
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Orig. % Overheads

Program || CPU || Stack | Static | Code || All
time

grep 0.33 0 0 0 2
tar 1.06 2 2 1 4
patch 0.39 2 0 0 4
wu-ftpd 0.98 2 0 6 9
bc 5.33 7 1 2 9
enscript 1.44 8 3 0 10
bison .65 4 0 i 12
gzip 2.02 6 9 4 17
sshd Dbl 6 10 2 19
ctags 9.46 10 3 8 23
Avg. Overhead 5 3 3 11
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Program Yoage of variable accesses
Local Global
(non-buffer) | (buffer) | (static)
grep 99.9 0.004 0.1
bc 99.3 0.047 0.6
tar 96.5 0.247 3.2
patch 91.8 1.958 6.2
enscript 90.5 0.954 8.5
bison 88.2 0.400 10.9
ctags 2.9 0.186 26.9
gzip 29.2 0.018 40.7
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e Call EIEMNZWNFEEELLED
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Program || # calls | calls/ Shadow
sec. stack
allocations

x 10° % 10° per sec. | per call

grep 0.02 0.06 24K 0.412

tar 0.43 0.41 57K 0.140

bison 2.69 4.1 423K 0.103

bc 22.56 4.24 339K 0.080

enscript 9.62 6.68 468K 0.070

patch 3.79 9.75 166 K 0.017

gzip 26.72 11.52 OK 0.000

ctags 251.63 26.60 160K 0.006




* Apache [ZIFIZA—/\~NvFLL

Degradation (%)
##clients || Connection || Response
Rate Time
2-clients 1 0
16-clients 0 0
30-clients 0 1
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* Heap overflow
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* Information leakage attack
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— Instruction set randomization
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