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* Static Approximation of Dynamically Generated
Web Pages

- Yasuhiko Minamide.

- In Proceedings of the 14th International Conference
on World Wide Web (WWW 2005).
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« FO5SLOE ST BXTF%E CFG TRE

<?7php

for ($i = 0; $i < $n; $i++)
$X - "0".$X."1";

echo $x;

7>

X — abe

PHP source code A = ayz
X — 0X1

$x /abclxyz// CFG

$n : int

input specification
(AT SLIZHTAHATN)




$i = 0; $5 = "

echo "abc";

while ($i < 10) {
$S = $5."xy";
$i = $i + 1;

ks

echo $T;

$T = str_replace("x","xx",$S);

$D nn :

TTNTAOT 5L

$i = 05 $5 = "7
$0 = $0."abc";
while ($i < 10) {

$S = $S."xy";

$i = $i + 1;
}
$T = str_replace("x","xx",$S);
$0 = $0.9T;
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CFG D ERFIE (2/3)

$01 =

$i1 = O

$81 — nn
$02 = $01."abc"

W

$13 = C)($11’$12) - [ETRENT "

$53 = o($51,$52) — *T1 Sti;;:giaggé X" ,$S3)
if $i3 < 10 :

Y
$52 = $S3."xy"

$i2 = $i3+1
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- $S3 = $($S1,$S2)
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Ss — Sl/
S3  — 5o

Sz — S3.T

T — |str_replace($,, xrx, Ss )Il

03 — 02T1 \
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XFIIEREEBMDIRE (1/2)

1.EA# D5 | #%=*xd CFG &4 7
2.Bi%¥ B A% transducer TXRIF

- Transducer: H g dDE=Fd—r< kY

3.1. £ 2. hoEA#MDRY{EZFKRT CFG kDS
- ZILa) X LIXEEEN

o =1=LEA#H CFG TREAL TL\515E& D A1 FA A] e
- strtolower(), str_replace(), trim(), ...
* AL TULWWEEITRYEZ CFG Tl
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str_replace("00”, “0”, $x) %9 transducer
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RYED ML (1/2)

o BAMERIE I SN pushdown transducer A HE
— stack DREIEXTENSHEIZTSH

- strip_tags()

s Lo LEHTGEADIGE - ERKRIE T
- md5() : [0-9a-f{32} &EXRIRL THS
- str_shuffle(), str_repeat(), crypt(), shal(), ...

* Rich ZZIE R TR IFRHEK
—>IFHRREBEOEEI ST CFG &Rk
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- 75\7’—& L)Jlula\ﬁ1uf:7b\lj'_

(% |21V TEFR RS

LST — {_) J_
S — str

_replace(0, 20y, T")
T' — str_replace(l.1z,5)
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HTML @ Validation

e (945 HTML @ CFG)E( IELLYHTML D CFG)
7&6% AL L/T’L\

- —#&1Z1% undecidable

o £RENSFT DARALREIFIEEIFIHIR
— decidable [ZTZ 5!
LLIELLVHTML O AREIEZ | [BIZHIRU=3GEZE R
* ZD3EIE regular
2.i=1,2,3,... ELTEEBERFIEIZFvo
e (9 HHTML @ CFG)S( R ARFi EIZHIPRLF=3E)
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e EBIZRVLEFRMAIMNEEDE
- X FHIRERIEA 17 B TEAIN TV

Program # lines | # nonterminals | # productions | Time (sec)
webchess 2224 300 450 0.36
schoolmate 8085 7985 9505 39.92
faqforge 843 180 443 0.16
phpwims 726 82 226 0.13
timeclock 462 656 1233 0.15
tagit 890 858365 6961180 4933.17
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- flIR SN T3 EF#2

bR LA
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Program Depth | Bugs | Opt tags | Time (sec)
webchess 9 1 6 123.33
faqforge 10 30 0 45.64
phpwims 9 7 0 63.93
timeclock 14 11 0 145.61
schoolmate 17 14 3 7580.69
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* Static Detection of Security Vulnerabilities in
Scripting Languages

- Yichen Xie and Alex Aiken.

- To appear in the 15th USENIX Security Symposium
(USENIX Security 2006).

* sanitize SN TLVEWLNVT—ARD RN ZE BT
- A—HY AABRZEDEFE query IZERAINS

- PHP [Z4F{ELT=3
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PHP 454 (1): SQL Injection ¥ £

* 7OV SYDEMLELSQL XEEITEIND

-l EA—HFDNNRAT—FHZEEINDS !

$rows=mysql_query("UPDATE users SET

pass=‘$pass’ WHERE userid=‘$userid’");

OR 1" = "1

iuserid INGAR |

UPDATE users SET pass="...’
WHERE userid=‘’ OR '1’=¢1"

- cf. Java f=EMESNIKWOD EE

PreparedStatement s = con.prepareStatement

s.setString(1, pass); s.setInt(2, userid);
int rows = s.executeUpdate();

("UPDATE users SET pass = ? WHERE userid = ?7");
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PHP %51 (2): BEEARILZ X Xk

o XFHNBELEFEN LS DEID seamless IZREE

if ($userid < 0) exit;
$query = "SELECT * from users
WHERE userid = ‘$userid’";

* 78 : YD
if (Suserid —— 0) echo Suserid;
- #4550 LAY ALy
- R : $userid KA FTLEWVELETHASINDS
* MFTHWLWXFIIEIETOITF v AL TLEEES
* SQL Injection [CEARAINAEEH
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PHP %% (3): extract()

* HTTP GET/POST AL RRD /5 A% —iE BN

extract(_GET, EXTR_OVERWRITE);

$_GET['param1']; $paraml;
$_GET['param2']; | ==pp- |$param2;
$_GET['param3']; $param3;

* A FIEHESN TULVGEWNE R ZEHER]§E

extract($_-GET, EXTR_OVERWRITE);
for ($i=0;%i<=7;%i++)

$new_pass .= chr(rand(97, 122));
mysql_query("UPDATE . . . $new_pass .. .");

21— h new_pass /NSAZEDITTLNSE: - 720
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o H BABADZEHZE sanitize/initialize =
- A—HAAEHLMNDEH
*$ GET. $ POST . $ COOKIE 7 &
- TN DFERIE SN TULVEWVER
e extract() [C& > THEINFLIEH

* Cast DIRFELZTEYIZIBIEIT RS
- A—H A DT—42H SQL query BEEI~RE
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sanitize Z{TO>BEE D Rk,

SQL query Z1T2BEZD U XL
1.705 35 Lho&EHTZO0—557 (CFG) 1R
2. X KITOysyZ&I2T705 5 L DEITE simulate

- T—ADEHEE B

- pre/post condition Z5t &
3.70v0M /| EHMTFUHLBEIOEREHKE
4.unsanitized input A query B8 RN A E R 1R 4N
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e JOJ S LEHMRMIZE

- EITEFIC Lh\,ﬂiib&h\%%ﬁliﬁ'mtbfiﬁ
* state(N): location A5 value NDE&

- simulation DETEELIZEFTIINS

THlv=1 Tre=uv
THive—e=T[l+—

assighment

FEs =T T/Fso =T
['F (s1;s2) 2

seq
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e state Z#AAL T alias &

SRS

[' = {hash = hashg, key = keyo, _POST = _POSTo,

_POST/|userid] = _POST |userid]o }

$hash = $_POST;
$key = ’userid’;

[' = {hash = _POSTy, key = [‘useric

T

I $useric

— $hash[$key];

$userid (& _POST[userid] Z&$&59"
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String @KLY (2)

* concatenation: ;&#59 4% substring ZiE$

H

$a = 'a;
so="b; |—=[={c=T3a,"%] ..}
$c = $a.$b;

* contains: L MELMNAELVE substring B2
function f(%a, $b) {

if (...) return $a; [ = {ret =
else return $b: —>

) [contains(x, y, z)], ... }
$ret = f($x.9y, $2); 5




Boolean ML\

* untaint: sanitize &I KSR EEH
- If I2KBRIRFEDERT OV INGIRIN S 1EH

$ok = is_numeric($userid);

l

[ = {ok = untaint({userid}, {}), ... }

untaint({true %z 5 sanitize SN TS ZEHD X},
{false 7& 5 sanitize SN TWASZEHDRXF })
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* PHP O cast rule % £ 3 simulate

false otherwise

cast(k, bool) = {true it k7 0

cast(true, str) = [“17]
cast(false, str) = ||

cast(v = [1,..., Bn], bool)

(true if (v # [“07]) A \/E:1 —is_empty([3;)
= < false if (v =[“0"]) V A\,_, is_.empty(/3;)
L otherwise

\
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* False Positive 7L
- Err Msgs: $_GET .

- Warn: £S5 D E

$_POST 7% & @ sanitize =

* extract() THENFIOIEH

D sanitize &

Err Msgs Bugs (FP) Warn
el07 16 16  (0) 23
News Pro 8 8 (0) 8
myBloggie 16 16  (0) 23
DCP Portal 39 39 (0) 55
PHP Webthings 20 20 (0) 6
Total 99 99  (0) 115
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RENLT=- extract() fEs3TE D — 5

for ($i=0;%i<=7;%i++)
$new_pass .= chr(rand(97, 122));

$result = dbquery("UPDATE ".$db_prefix."users
SET user_password=md5 (’$new_pass’)

WHERE user_id=’".%data[’user_id’]."’");
new_pass /\ T A43|Z

abc’), user_level =" 103', user_aim = (’

&Y
UPDATE users SET user_password=md5(’abc’),
user_level="103", user_aim=(’7777777’
WHERE user_id=’userid’
/XA —K 'abc' @ Super Administrator #£fEZ % E
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ESBERTIES

* Securing Web Application Code by Static
Analysis and Runtime Protection

- Yao-Wen Huang, Fang Yu, Christian Hang, Chung-
Hung Tsai, D. T. Lee and Sy-Yen Kuo

- In Proceedings of the 13th International Conference
on World Wide Web (WWW 2004).

* sanitize SN TULVEWEIMD RN EZIFHIT
- type qualifier RA—XD7ILT )X L
- sanitize 4T3 —FZB&)EA
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* The Essence of Command Injection Attacks in
Web Applications

- Zhendong Su and Gary Wassermann.

- In Proceedings of the 33rd Annual Symposium on
Principles of Programming Languages (POPL 2006).

* SQL injection r¥E%H1E
- SQL XZ=ZEITERIICF VY
- BXARAN—ZADHETILT) X L
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String sanitizedName =
replace(request.getParameter ("name"),"’","?’");
String sanitizedCardType =

replace(request.getParameter ("cardtype"),

nmxn IIJ'J'I'I).
L] ’

String query = "SELECT cardnum FROM accounts"
+ " WHERE uname=’" + sanitizedName + "’"
+ " AND cardtype=" + sanitizedCardType + ";";

e cardtype [Z"2 OR 1=1"%#ANBLEHETES
- B I=M5 quote ZHR-TULYVS
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* SQL X#xH 715 string ELTHK-TLVS

- XDEEZERELTLVEL

o IBXEETOMLEM

- 7AUSRDE

X

L TOVELNVEXBEZEE K
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e 1—H A AH subtree DB TEHLTLYS

where_clause

bterm bfactor
« T
bfactor cond
&
cond

value
value 9

J comp str_lit

Y

WHERE uname =
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o 1—H AHMED subtree NEAHELTULNS

where_clause

bcond
bcond
« bterm
bterm \
bterm bfactor bfactor
v’ \
bfactor cond
“ cond
cond v alu e value
value value\_value
value N

str_lit comp \.°°’"p \.

J comp num '
i \\\ o

WHERE uname = 'John' AND cardtype = 20R 1 =1 36




SQL Injection I D F &

1.&{KELTvalid HEXKREED

2.1—H A H1HY subtree DA ITAHLTLNS
s COTEETTHIEAS

- A +507%6 AHELT < 5" &28%E

query = "SELECT * FROM tbl WHERE col " + input;

- CATEHIFIREH RIS =

==

* LLTD2 FHEHITHI-T SQL XEWELER
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* A—FANERKRES[]IT

TTDIEG

HhaRLT=30K Ga

Fis

I

d‘_‘\
- [J1E D SQL XEZE T H3ET#T=ITE

sentence ::= ... input ...
Input =
‘ aA—H A H% parse 5
subtree [Z;F B
sentence ::= ... Inpute ...
inputa = [input ]
iInput =
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s TE (2. TEMN)
s&L(G) M2 sl SQL injection EE TN

)

sDA—H AAERZE[ITHEHAIEX s2IZDVT
sa=L(Ga)

- EFBAIF BB
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e DT T IN)r— a3 MDEEFHMITENSETELY
- [JIF—RE D XFEFHZELLGWLERTE

VY input
(142
Y [ input )
I 7 T)r—3ay
SoL Y SELECT... [input ] ...
Injection -4 *ﬁj{if-ryﬁ
failure Y success SELECT... [ input ] ...
(IR%ES
\ SELECT... input ...
F—AR—=X 40




* BEICEWTILIFAYN4 XFDXFIERRE

- A—YH[)ERLXFINEANTHHEREZTITS
- ZILIT7ZRYRLSME T T A D sanitizer Z@EY D500

o ¥F % BT sanitizer (& sanitize & (Z[)Z {0
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* PHP & ISP i/ \— 3 TIREE

e [1£t0/ BXFzy/DUEI—RIEFEXRTIENM
- FEBICITEEET S FE

s INE1) T AL URL (XFBENAERL
- [Halfond and Orso]* @ p R % #I| F

* William G. J. Halfond and Alessandro Orso. AMNESIA:

Analysis and Monitoring for NEutralizing SQL-injection Attacks.
In Proceedings of the 20th IEEE/ACM International Conference
on Automated Software Engineering (ASE 2005). 47




LA RDTAT 5 L

FEFTIEER DA AERTRY D730
Al — B E BRI HAH NIRELA S
381 DFE 1 flow analysis H3H A H

Subject LOC Query | Query | Metachar | External
" PHP | JSP | Checks | Sites Pairs Query
Added Added Data

Employee Directory 2,801 | 3,114 S 16 4 39
Events 2,819 | 3.894 7 20 4 47
Classifieds 5,540 | 5.819 10 41 4 67
Portal 8,745 | 8.870 13 42 7 149
Bookstore 9.224 | 9.649 18 56 9 [21
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ARlTEEEES

* false positive/false negative 7L

o FEMTHRIELIREM
- 233U

Language Subject Queries Timing (ms)
Legitimate Attacks Mean | Std Dev
(Attempted/allowed) | (Attempted/prevented)

Employee Directory 660 / 660 3937 /3937 3.230 2.080

Events 900 / 900 36035 7/ 3603 2.613 0.961
PHP Classifieds 5761576 3724/ 3724 2.478 1.049
Portal 1080/ 1080 3685 / 3685 3.788 3.233
Bookstore 608 / 608 3473/ 3473 2.806 1.625
Employee Directory 660 / 660 3937 /3937 3.186 0.652
Events 900 / 900 3605/ 3605 3.368 0.710
ISP Classifieds 5767576 372473724 3.134 0.548
[ Portal 1080/ 1080 3685 /3685 3.063 | 0.441
Bookstore 608 / 608 347373473 2.897 0.257
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