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* JavaScript Instrumentation for Browser Security.

— Dachuan Yu, Ajay Chander, Nayeem Islam and Igor
Serikov.
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* XSS: cross-site scripting
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JavaScript f#HTDE#L =
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- FHImEE R ANF =GO —FIZRYS55
vari=1;

idocument.write(
“<script> i = 2; document.write(i); </scr” + “ipt>" + i);

H:21 *
IN—FDEFEE |
vari = 1; <=0 DHEFELELN

idocument.write(
“<script> i = 2; document.write(i); </scr” + “ipt>");

document.write(i);
Hh: 22 |




script . “Some text.”

load(url)...;
doc=...obfuscated script...;
document .write (doc) ;




script e “Some text.”
Frvoa—k

safe-load(url) ;
doc=...obfuscated script...;
instr (doc) ;
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script

“Some text.”
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instr ("load(url) ") ;
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script

“Some text.”

.
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safe—-load(url);




CoreScript @ Syntax(1)

» JavaScript @Y7t vk (Figure 4 S H8)

W::= (2, x, B, C)
- W: CoreScript E{TH DIKRE

-3 xJ&R

- X ROVTEADOEHRERBE | I\ RSHLEERAD
- B: I59H BRELTERR

— C: Cookie




* document M7 £E
- D: E@ED document
- D": script Z& %% LY document
* X2 )T4IZBH9 % action D548
- A: E@ O action
- A": 5|#Z document LA E57%ELY action
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CoreScript @ Evaluation Rules(1)

* action & expression M L4 (Figure 5 502 )
- BHZETDEAELTWSTZIT

* global ZZiKREEHE

(Figure 6 518 )

- EnH 120 window NIERERIZETINS

hEW~ W' A

- h: E1T7%E£5H5 window D/\U RS
- W, W' BIZHIEZRTHORIRRE

- A" RREEBFZ IS

2= 7= action %]
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CoreScript @ Evaluation Rules(2)

* (14) X THWL\oN SBIEE %K (Figure 7 25 R )
- focus(): RIZEITEIN S statement =R

- step(): IKEEF 1 RTVTHEDHS
* adv(): EITHHE AT window D B |EERE B
» stepDoc(): script R MZEFTI4L 1= statement % H &

HEIERFE R ICE X
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NI —RE KO FFEIER (1)

write(C<script> i = 2; write(i); </scr” + Vipt>" + 1);

Y

,I<script> i = 2; write(i); </script>1

'

,I<script>write(i); </script>1

'
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2N —FERDFHAEIER (2)

write(" <script> i = 2; write(i); </scr” + “ipt>");
rwrite(i);

<script> i = 2; write(i); </script>

rwrite(i);
<script>write(i); </script>
rwrite(i); *
2
rwrite(i); v
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* NEFAYIZIZ edit automaton TRYS—E#KIH
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Edit Automaton @O E &

* action F|E=XL LT DIZEHT S automaton
N =(Q, do, 0)
- [1: edit automaton

- Q: KEBEDES

- qo: PIHAIKEE

- 0 EREH

5(q, A) = (d, A)
- q, q: ERFIROBINE

- A: A3 action

- A'; Hi 71 action




Policy Consistency

* Definition 1 (Policy Consistency)

edit automaton T = (Q, q,, 0) A’ consistent

8
0(q, A)=(q', A") = d(q, A)=(q', A") HV&EIZRIL

- BRIZ& &% action [EZN LI EEBREINZLY
* Theorem 1 (Sound Advice)
1% consistent ERTET S, CDESE
ANA [CEHSN=HELIE,
A FEHBALTOICZEIND,
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* EFIZC3ELLLEDT7AILE open S

open open open/&

b

close close

* Cookie [EERDiRHEF VY
loadURL (1) /safe-loadURL (1)

send-to- '

origin

readCookie

send-to-any
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BEHNR) O —DERK

« BRSO —DERHHE
- ZIEFEOBEIZFRFFIF LY
- B —ZF B EED consistency Z{RE 10D
* BRI —HFDEBREMANRIL—
1y = ({p;i | i =0...n}, pg, 01),
1, = ({q; [ ] = 0...m}, gg, 0,) [TDT
13+, = ({pig; | 1 = 0...n, j = 0...m}, ppqo, O)
1=f=L d(pa; A) =
(PQk, A) if 01(pi; A) = (pi, A') and 0,(g;, A') = (q, A)
(PQk, A) if 0(q; A) = (g, A) and 04(p;, A) = (p, A)
(pQk, €) otherwise 19|




Frvya—FiE A (Figure 12 #5H8)

- check(): Z&MEFT VU9 HEEE
—instr(): ETHRICFvIEMDIBALEEZITD

* policy D&M 704 5.L3E1T (Figure 13 %258 )
- check() M D H edit automaton T action & #2
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* Theorem 2 (Soundness)

I

- FyPa—FDEALE
A—HDHJELI=AR) O —FHT=T,

* Theorem 3, 4 (Transparency)
- FryH)a—F{EALE
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HEHLERY /—’écﬁt‘d'7 I:I7 SLDIRSE
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» — B syntax error 7&4—X

<script>

document .write ("<scr");

document .write ("ipt> malic");

var 1 = 1;

document .write ("ious code; </sc");
document ..write ("ript>");

</script>

<script>

document .write ("<scr");</script>ipt>
malicious code

</script>

- HHBLIFEITELLDS reject TRETIL?
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* DOM DEED/—F I EIZO—kE
- S =FZE R DT Tinstr() LTHIFIX KLY
* 1={SAD action /A S LT HLEN
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- 70X TFvIa—FEA

- check() &instr() [& JavaScript MRE%EL TEE

— instr() (& XMLHttpRequest TIERIHAIZ@(E

- edit automaton % javaScript T

* AL JavaScript DA AT ZHA AL RE
- BADERENLESSNSERE
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D Rewriting

Special
Instruction
(instr)

A

instr(k) (D)

(D)

» Module
()

Fryya—k
BWAIVDY

>

\d

JavaScript D
Interpreter >
(Browser)

A

check(A) A’

Policy | edit automaton
Module |IZ& % action & #2
(/1) 25




RERFER

* pop-up *BHTEIZIESHZEMAIEE
- HIFEIEH, A X, fE. chrome

* Cookie TEh DI AERMEZZES EL TEAN

- Cookie 7R EZEDMEALADTIRAERE

- XSS Hegg 17 L DIRED Y —/\ITRHL THRZ MR
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* JavaScript zXZ £(ZFEI1TT H5T=O D3R A
- Fry a—FDEMGIEAZ Y R—k
- action E#/R!) > —% edit automaton TF*KI
- X7 LD soundness & transparency #EEEA
- pop-up FlfE1& XSS BRIEIZX T B3N B EFEER
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