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Session 1: Integrity and Isolation

Pioneer: Verifying Code Integrity and Enforcing Untampered Code Ex-
ecution

A. Seshadri, M. Luk, E. Shi, A. Perrig (Carnegie Mellon University), L. van Doorn (IBM),
P. Khosla (Carnegie Mellon University)
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Dispatcher

Verification func

Checksum code

Untrusted Platform

Verification func

1. Challenge

A

3. Checksum

Checksum code

Send function

5. Hash of code

Send function

Hash function

Executable

0 1: Overview of Pioneer. The numbers represent the temporal ordering of events.

1. D:
D—P:

2. P

3. P—=D:
D:

4. P

5. P—=D:
D

6. P:

7. E—D:

~

Hash function

. Hash

6. Invoke

Yy

7. Result (optional)

Executable

.

wnsydayd andwoy g\

~

~ Expected memory layout

. R
t} < current time, nonce<—{0, 1}"

(nonce)
¢ «— Checksum(nonce, P)
(e

ty < current time

if (2 —t1 > Ar) then exit with failure

else verify checksum ¢
h «— Hash(nonce,E)

(h)

verify measurement result /1

transfer control to E
{result (optional))

P the verification function, and E is the executable

0 2: The Pioneer protocol. The numbering of events is the same as Figure 1. D is the dispatcher,



Labels and Event Processes in the Asbestos Operating System

P. Efstathopoulos (University of California at Los Angeles), M. Krohn (Massachusetts In-
stitute of Technology), S. VanDeBogart (University of California at Los Angeles), C. Frey,
D.Ziegler (Massachusetts Institute of Technology), D. Mazieres (New York University at
Stanford), F. Kaashoek, R. Morris (Massachusetts Institute of Technology)
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(L1 (] Lg)(h) = maX(Ll(h), LQ (h))

(LiMLo)(h) = min(Ly(h), Ly(h))
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U Shell | UT: Terminal

User u Us C UTR' User u
Us = {ur3.1} UTs = {ur 3,1}
Ur = {ur3,2} UTgr = {ur3.2}
A
1
,l
72 Shell ) _X .
User v
Vs I UTg
Vs ={vr3.1} ({vr3.1} Z {ur3.2))
VR = {_1’1‘ 3, 2}

0 3: Simplified process communication with labels.

P.O Processes
p.h Ports, handles
*0,1,2.3 Label levels, in increasing order
L.C,D,V.E Labels (functions from handles to levels)
Py Process P’s send label
Pr Process P’s receive label
IR Port p’s receive label
LiC L, Label comparison:

true iff VA, Li(h) < La(h)
LU Least-upper-bound label:

(Zy U Ly)(h) = max(Lq(h), La(h))
LinLs Greatest-lower-bound label:

(Zy L) (h) = man(Ly (h), Lo (7))
L* Stars-only label:

3  otherwise

I*(h) = {* if L(h) = «,

O 4: Notation.
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send(p, data, Cs,Dg, V. Dg)  // Send message to port p
Let O be the process with receive rights for p
Let Es — Ps LU Cy
Requirements:
(1) Es C (Qr LI D) M ¥ Mpr
(2) It Ds(h) < 3, then Ps(h)
(3)If Dg(h) > «, then Ps(h) =
(4) D C pr
Effects:
Grant Ds and contaminate with Es,
but preserve Os’s  handles
Os — (Os M Ds) LU (Es 1 0%)
Or « Or U Dr
new_port(L)
Let p be an unused port

= %

set_port_label(p. L)

Requirement:
Effects: P has receive rights for p
pr— L Effect:
PR(p) — 0 pr—L
P g(pj — *k
Return p

O 5: Label operations associated with three Asbestos system calls. P is the calling process.
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Mondrix: Memory Isolation for Linux using Mondriaan Memory Pro-
tection

E. Witchel (University of Texas at Austin), J. Rhee (Purdue University), K. Asanovic
(Massachusetts Institute of Technology)

Mondriaan Memory Protection 0 Linux kernel 00000000000

OO0O0O0OOModriaan 0O DODOOODOOCOOO0OOO0OODODOOOOOOOOODOOODODOO
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Session 2: Distributed Systems

BAR Fault Tolerance for Cooperative Services
A. S. Aiyer, L. Alvisi, A. Clement, M. Dahlin, J.-P. Martin, C. Porth (University of Texas
at Austin),
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Fault-Scalable Byzantine Fault-Tolerance Services
M. Abd-El-Malek, G. R. Ganger (Carnegie Mellon University), G. R. Goodson (Network
Appliance, Inc.), M. K. Reiter, J. J. Wylie (Carnegie Mellon University)

(TODO)

Implementing Declarative Overlays

B. T. Loo, T. Condie (University of California at Berkley), J. M. Hellerstein (Intel Research
Berkley and University of California at Berkley), P. Maniatis, T. Roscoe (Intel Research
Berkley), I. Stoica (University of California at Berkley)

Peer-to-Peer 00000000 OO0DOOOODOOODOO P20000OOverlogdOOOODO Prolog
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00000 Chord OO0 Peer-to-Peer 0000 O0OO0OO0O

Overlog 0 0 000 0O O table declaration statements 0 rules 0O 000
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materialize(neighbor, 120, infinity, keys(2))

O00000ODOneighbor 0000001200 00000000000000 tuple0O00D00ODO
O00D00O00O0Okeys(...) construct O O tuple O field O primary key 00000000000

O0O0Omembership 0000000000000 DOOOOCOOO0OOODODOOODOOOOOO
OriO00O0OOOOOOOODOOO

R1 refreshEvent(X) :- periodic(X, E, 3).

periodicO0000D0 built-in term OO0 D O0O0O0000O00O 300000000 xXO0O0OOODOOO
0000000 ECOO tupledODOOOO

OO00D0O00O0 sequence number 000000000 refresh 000000000 OCOOODO
oooooooooogo



materialize(sequence, infinity, 1, keys(2)).
R2 refreshSeq(X, NewSeq) :- refreshEvent(X),
sequence(X, Seq),
NewSeq := Seq +1.
R3 sequence(X, NewS) :- refreshSeq(X, NewS).

sequence [ Oexpire OO singleentry 00000000 XOOOO refreshEvent DO OO
O0O00OD00O0 O sequence 00O OODOODO sequence number Seq 0 10000000 newSeq
goooooo

0000 location specifier 000000000000 00CO tuple000D0OO0O0O0DOODO an-
notation D0 OO0 Opred@loc(...) DOOOO0OODOODOOODOOOODOODOOODOOODO
goo

materialize(member, 120, infinity, keys(2))

R4 member@Y(Y, A, ASeqX, TimeY, ALiveX) :- refreshSeq@X(X, S),

member@X (X, A, ASeqX, _, AliveX),
neighbor@X (X, Y),
not member@Y(Y, A, _, _, _)

TimeY := f_now@Y()
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Session 3: History and Context

Detecting Past and Present Intrusions through Vulnerability-Specific
Predicates
A. Joshi, S. T. King, G. W. Dunlap, P. M. Chen (University of Michigan)

OO00000Osecurity low 000000 ODOQ patch OOOOOO0ODODOOOOOODOOO
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Capturing, Indexing, Clustering, and Retrieving System History
L. Cohen (Hewlett-Packard Laboratories), S. Zhang (Stanford University), M. Goldszmidt,
J. Symons, T. Kelly (Hewlett-Packard Laboratories), A. Fox (Stanford University)

(TODO)
000000000000000000000000000000000000000

Connections: Using Context to Enhance File Search
C. A. N. Soules, G. R. Ganger (Carnegie Mellon University)

Google Desktop 0 0 0000000000000 OWebOOOOOOOOODOOOODOODOOO
obooobOoboooooboooobobooooobooooboboooobooobooon
OO00D00O00000100000000000000C00D00OSOSP OODO0O relevant 00O 0O
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Poster Session

gobO31bo0ooboobooboobooobooooboooobooobooboooboobooono
OO0OO0O0O0O0O0O0OO0O0O0THINCO NexusOSOOOOOOOOO
oboooOoooooooboooobooooboooooo

e Recovery Oritented Programming

Operating System Construction in Haskell

Towards Scalable and Simple Software-DSM Systems

e Proactive Operating System Recovery

Using Model Checker and Replay Facility to Debug Complex Distributed System

Pre-virtualization: Uniting two Worlds
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Session 4: Containment

Vigliante: End-to-End Containment of Internet Worms
M. Costa (University of Cambridge and Microsoft Research), J. Crowcroft (University of
Cambridge), M. Castro, A. Rowstron, L. Zhou, L. Zhang, P. Barham (Microsoft Research)
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gooobooooboobooooboboo Toooo

3. 5CA000D0O0000DOO00DOOoO0U0OoDOoOOoOOoooOoOoOoScAODDoOoOooDO
oboobooboobooboooooboooo
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(_ Fitter )

Detection Vulnerable
Engine Application

—/"\—/
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Generation Protection )
—

SCA

Verification

SCA
Verification
s S B I
( { Network 2 4
‘ SCA Distribution SCA Distribution

. \j\ : .

\__ Detector Host ) Vulnerable Host

O 6: Automatic worm containment in Vigilante.
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Service: Microsoft SQL Server 8.00.194
Alert type: Arbitrary Execution Control
Verification Information: Address offset 97 of message 0

Number messages: 1
Message: 0 to endpoint UDP:1434

AJGQQGQE’ data: 04,41,41,41,41,42,42,42,42.43, 43 43,43,44.44, 44 44, 45,45,45,
45,46,46,46,46,47.,47, 47 a7, 48 ,A8,48,48,49,49 ¢
4C 4C 4C 4C, 4D, AD ., 4D, 4D AE AE, 4E 4E, 4
5252‘)2‘)2‘_)'3‘_)3 53,53,54,54,54,5 4 5,55,5

6

9,4 4B,
F,4F 4F, ‘0 50, .o 10 51, 51,.51,.51,
55,55, 5

58,58,0A,10,11,61,EB,0E,41,42,43, 44,45, 46,

0 7: An example arbitrary execution control SCA for the Slammer worm. The alert is 457-bytes
long and has been reformed to make it human readable. The enclosed message is 376-bytes long

and has been truncated.
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SCAOOOODODDOOOOOO0O0O0O0000OOdetectorhost 00000000000 DODOODOO
goboobobooboboboobooobooboooooooooooboooooooboobooooboboOooonn
ooO0SscCAOO0O0O0OOOOgooooOoODOOOO0OOOOOOoooOoOODODOOOOOOOOD
02000000000

e JOOOOOODOOOODDOOODOOOOOOOOOODLOOODOOOOODOOOODDOOO
gobooboooboooboobooboobooboooooboooobooobooboooboooooon
oobooboooboooboooboooobooboooooboobOooooboobooonn
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0000000000000 0000000000O00O0O000D0D0oDOoooooDooOO SCA
oooooo
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OO000000D0O0CO00DOO0DOO0ODODOdetector engine DOret 00000000 OCOODOOO
ooooogo

ooo00O scAOd0OoooO00ooooooooOoooopoooooooooooooooooOon
gbooobOobooooboboooooboooobooboon

0000 sCAO0000O000O00000U00ooooooooOworm O0OO0O0O0O0OOOOO
0O SCAOOOOODODOOODODO Peer-to-Peer O OOOOOOO0O0OODO SCAOOODOOOOO
good

SCAO000O00O00O000OOOO00OO0ooOoOOoOoOoOOooooOoscAOOoooooOog
gboboboboobobobobooboboobOooOoobooooooobooooooooooonoo
goooboboobooboboboooooooooboboobDOworm O OODOOOOODOO
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mov al,byte ptr [msgl

//move first byte to AL

add al,0x10 //add 0x10 to AL

mov cl,0x31 //move 0x31 into CL
cmp al,cl //compare AL to CL
jne out //jump if not equal

mov cl,byte ptr [msgl

Xor eax,eax

loop:

mov byte ptr [espteax+4],cl
mov cl,byte ptr [eax+msg+1]

//move first byte to CL
//move 0x0 into EAX

//move byte into buffer
//move next byte to CL

inc eax //increment EAX
test cl,cl //test if CL equals 0x0
jne loop //jump if not equal
out:
mov esp,ebp
ret
O 8: Vulnerable code.
id 400 stack
______________ pointer
return address return address |-t
stack {f————=—={ = A =———====
| buffer _ [ buffer
——————— id 100 [I—
id 400 e id400 - ——————
4 msg < msg
DRIGR- id 100

(a) Memory before
vulnerable code

(b) Memory after
vulnerable code

0 9: Example of SCA generation with dynamic dataflow analysis. The figure shows the memory
when (a) a message is received and the vulnerable code is about to execute, and (b) after the
vulnerable code executes and overwrites the return address in the stack. Grayed areas indicate

dirty memory regions and the identifiers of dirty data are shown on the left.
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Scalability, Fidelity, and Containment in the Potemkin Virtual Honey-
farm

M. Vrable, J. Ma, J. Chen, D. Moore, E. Vandekieft, A. C. Snoeren, G. M. Voelker, S.
Savage (University of California at San Diego)
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O000000000) O delta virtualization (copy-on-write 00 0000000 VvM OOOOOO
0)oooooooo

O000000Potemkin 0000000000 D0OOCOO0O0O00ODOODODODOOOOODOO
00o0ddodooooooooooooo0ogooooooooooooooooooooOogag
0000000 00ooo00oooooooooooooooooon

The Taser Intrusion Recovery System
A. Goel, K. Po, K. Farhadi, Z. Li, E. de Lara (University of Tronto)
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2. 0000 intrusion detection system 00000000000 (X)0DOOOOOOOOOOO
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4. X O0DOOooooooboooooooooo
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Pannel: Peer-to-Peer: Still Useless?

OO0000 Peer-to-Peer 0000000000 DO0OO0O0DOODOOODOOOOODOOOODO
obooooOoboooooobooon
obooooOoboooooboboooooboooogao

e 100000000 OOOOOOOOO DNSOOOOOOOOOO

e I000DOO0OO0DOODOOOOODOODOODOOODOOOOOOODOODOOOOODO
O0Akamai 000000000 DOOO0OO0ODOOOOODOOOOOOOOOOODOOOOO
googo

e JOIODDDOUOOODDOOOODwefulOOOODOOOODO

e JI0ODODDODOODOODLOUODOODOODODDOD
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Session 5: Filesystems

Hibernator: Helping Disk Arrays Sleep through the Winter
Q. Zhu, Z. Chen, L. Tan, Y. Zhou (University of Illinois at Urbana-Champaign), K. Keeton,
J. Wilers (Hewlett-Packard Laboratories)

(TODO)

Speculative Execution in a Distributed File System
E. B. Nightingale, P. M. Chen, J. Flinn (University of Michigan)

NFSOOOOOOoOoOoooooooooooooooooooooooooooooooooo
obooooobooobooobooboobbboobooobooobooooboooooooOoooOoooo
OO0000OO0O0O0O0roll-back DOOOOODOOOO0ODOOOOODDOOODOOOOODOOOODOOO
0000000000000 0O000D000Oroll-back 0000

gbooobooboobooboboboobboobo200b00bo0obooboon

IRON File Systems
V. Prabhakaran, L. N. Bairavasundaram, N. Agrawal, H. S. Gunawi, A. C. Arpaci-Dusseau,
R. H. Arpaci-Dusseau (University of Wisconsin at Madison)

(TODO)
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Work-in-Progress Session

gs00000 10000000000 2500000000000000000
gboooboboooboobooooboooon

e Improving Dynamic Update for Operating Systems

e INSIGIT: A Distributed Monitoring System for Tracking Continuous Queries
e Nexus: a New Operating System for Trustworthy Computing

e ExtraVirt: Detecting and Recovering from Transient Processor Faults

000D OO0 University of Michigan 0000000000000 vMOOOOOOODO
goooooobooooobobooooboboboooooboooboooboDobo vMOOoDooooo
ocoooooooooovMbOOOoOooODOoOoOooOoOoOooooOooOooooOooooooooooDo
obooobOooooooboooooon
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Session 6: Bugs

RaceTrack: Efficient Detection of Data Race Conditions via Adaptive
Tracking
Y. Yu, T. Rodeheffer (Microsoft Research), W. Chen (University of California at Barkeley)

CLR (Common Language Runtime) 0000000000000 race condition 0000000
0000000000000 00000000O0Olockset O threadset 0000000 O0O0OOOO
00 race condition 00O O0D0O0ODOODOrace condition 000000 adaptive 00O OODOO0O
Oo0oooooooooo

00D00ooooDo0ooO000000000o0oooOoOO000U0ooODoOoOoOO0OOOO0OO
TyooooooOo «0000000000ODOO0OO0 T, OOODODOO £t000DOOO0OODO
O0000o0o0o00oDoooOoooo 2000000000000000

e M0 TL,OOOUODODDODODOUODDODODOODDODODOOO
e N0 7,0000000DO000 happens-before D030 0000000

000000 20000000000000000000000O00OA0Odrace condition 0000
00000 200000000000000000000000000 lockset O threadset O O
0000000000000 0000000000000000000 lockset 00ODODOOOOO
0000000000000 00000000000D000000Othreadset 000000000
000000000000 0000000D0D0000D0000000D000 wvector clock 00000
happens-before 00 000000000000

0000000000000 0D000000DO0D0O00DOOrace condition 0000000
ooo

e threadset 000D UD 1000000000000 00O0OODOO0O0OOODODOOOO
e lockset OO0
OO0 adaptive 000000000000 DODOOODOODOOODOOOO

e 00 threadset OO0 D D000 00000DO0OO0OOODODOOOO lockset DDOODOODO
race condition 00000000000 race condition 000000000 OOO0ODOOOO
threadset 0000 OO

e 100O0O0O0O0O0O0DO0ODO racecondition 0000000 OOO0O race condition 00000
00000000000 000000000000000000 race condition D OOO0OO

Stransitive 0000 000000000000000000000D000 fork0000000000D000D0O0O0DONO
000 happens-before 000 O00000000000000 forkOO0O0O0O0DOO0O0O0DOO0DOODOOOODOOODODOODO
000000000 happens-before 0000000000
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@1 t:Fork(u) u

2 t:Lock(a)
3 t:Wr(x)
2| 4 t:Unlock(a)

5 u:Lock(a)
6 u:Wr(x)
7 u:Unlock(a)

8 t:Join(u)
9 :Wr(x)
710 t:Fork(v) 3)

11 t:Lock(a)
12 t:Wr(x)
g| 13 t:Unlock(a)

14 v:Lock(a)
15 v:Wr(x)
16 v:Unlock(a)

17 t:Join(v)

N

O 10: An example for the basic algorithm. Fat arrows show thread execution and skinny arrows
show synchronization. Thread clock is indicated inside the fat arrow. Instruction numbers indicate

sequential order of execution of an example interleaving.

Rx: Treating Bugs As Allergies — A Safe Method to Survive Software
Failures

F. Qin, J. Tucek, J. Sundaresan, Y. Zhou (University of Illinois at Urbana Champaign)

OO0000O0000DO0O00000O0000DObO000DOO000DbO0O0O000oO0O0O00Dde
terministic 00 0000000000000 OODO reply D000OODO DO Osignature OO replay O
gbooobooooboboooobooooobooboooobooo

21



Session 7: Optimization

Idletime Scheduling with Preemption Intervals
L. Eggert (NEC Europe Ltd.), J. D. Touch (University of Southern California)

(TODO)

FS2: Dynamic Data Replication in Free Disk Space for Improving Disk
Performance and Energy Consumption
H. Huang, W. Hung, K. G. Shin (The University of Michigan)

Jddd0dd00000000oUoUoUoDoDUoDoDUooDoDoUoLODOoDUoDbOOooODODDODDOOOg
seek time O rotational time 0000 OO0O0O0OODOO
O0d0OoOOD0OO000o0o0oOObOo0O00o0ooobooooOooooon

THINC: A Virtual Display Architecture for Thin-Client Computing
R. A. Baratto, L. N. Kim, J. Nieh (Columbia University)

VM OOOO rdesktop O X window OO0 00000000 COOO0OOOOODOOOODO
gobooooooboooooobooooooboooooboooooboobobooooooDboboOobo
ubobooboboobooboooood

oboooboobooogooaoo
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