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< 9= D brief survey
=Safe-C
=CodeCenter (Saber-C) [Kaufer et.al. 1988]

= Purify [Hastings and Joyce 92]
=StackGuard [IBM]
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BE: C 5 <& Security Holes (1)

«C £3&: st Unix Kernel iCih S8
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B= C 55Z<& Security Holes (2)

eInternet B & C 5
=Security Hole D3RR
« Application-level Memory Safety MR30
o HEHHE LTS TUICERBIEAEVLDNT LGN
-ZAJIxOL. BEFIAEVER
= SRS U IIRE > BEMHORE
&Backward Compatibility D1 D1FTE?
BiFOVI U7
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S C 55 <& Security Holes (3)

efERL: MDRELGEBZED
=20V JO—-FTlEH3
=Not widely accepted yet
o B35/ REEMMRIRE: Java (except for serviet/RMI)
s EEEDRICEHDRIE(?): Caml, Scheme, etc.

= cf. “NBCi shopping uses Objective Caml extensively,
in the chain of tools developed by Liquid Market to gather and
build the contents of the shopping engine, as well as in the
transaction engine.” (from Caml Homepage)

E=: C 55 <& Security Holes (4)

effR2: CEEZREICULD
=ETE3[E - FOHIEERN
= O[HENY?
c BRHEGRA VIEEDIO—F
o BRIERA U5 EDIEEER
o BRIz I— FIZxT 3540
e GhEELIFREEDIFVELY)
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EE: C55&<& Security Holes (5)

sBifFRR3R(3?
= 1988EF AR AVICERTEEINIC
=FN\YIY—IELTIRENEDICER

=ZEMRIADOE CIIAZTE
« Untyped protection (AEVEHEF T v )
- AEYLEORA I IIRETE N
- AEBYLORA VI ZFERIFBEATHTEDS
—C++ DAYy FF—=TIIF?
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Type-Safe C Compiler Project

S RE(CHLTZEL COUIBREESD

eRIEEHUICATUIRE

o« HEHCAEY LDORA U EFIERASEROL

o BN SHRLGRA VI EESELEL
2ES5NEUCAEVER

e Free UICA T 9 bADT7 O A=HEFR
eBFEOTO5S LANDOEEER/IRICT S
=EZFZEFCDETHE
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"Benefits”

e AEURSED Security Hole D1R#E

=CERT Advisory @ 50%Id&
Buffer Overrun BI{RDREIZES LWL

=48 attack (malloc-free etc.) ([CHFIE
£0S D Process Isolation " AE(Z
ERELENO—- FEI 1—-ILADICH
= A BV REIRMEOBIRICL 3 EHRIE
=Typed-CPU Project [CHEBACTE3?
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Q@ z=vzonn
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B DEZE

@ Pointer access error
=Spatial Error: A EYZEEAEODIS—
« BRI Z Dt DEEIIN 7 O TR
1. RSN TWEOEEND 7 IR (Easy)
2. thdF T T F DIEEHADF UL R (Difficult)
=Temporal Error: BfRIABID IS —
o BRRGEHSAIEND 7 U B R (Easy)
s BREETNICATYMBEEAD
HUWRA U TDF7 U2 (Difficult)
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e
PEDER (2)

€ Leak Detection
=355 7T free TNTULEOIEIEOELH
€ Pointer Safety
EFEOBREATIIINDRAIUT%
{ERRCE3H
EEEDKREFREFINDENLGRA V5%
{ERRCE3H
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Purify

ehBROVI LI T7TAMY—I
= Purify: Fast Detection of Memory Leaks and
Access Errors.
» Reed Hastings and Bob Joyce (Pure Software Inc.)
o USENIX Winter ‘92, pp125-136

=(IR7E(Z Rational Software Corp.)
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Purify DEEX 75 £

&%, 0 J71IVDENIETEIR
2R AEY 7 U EAGHIC check code 1A
=7 — FE{T? Oz ZHH
2JHE® mallog, free [CEBAEU U —IEH
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Purify DX EUEFE (1)

eZAEYD— FIC 2 bits DIRRE
=Unallocated (-), Uninit'ed (W), Init'ed (RW)
eBATIx U DAY ICHRE R
2%I(Z Unallocated HREE: /\w 7 7iBNE&H
=1Z¥E(E: B 16 bytes, 1% 28 bytes

EAIVILEOFTIT ORI
static data BREEICIEBE
e x = malloc(100); x[5000] = 1; [FRHE TE%HW
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Purify DX EUEFE (2)

& Free’ed Memory DKL
=Memory ageing: BT NICAED &
—EHEBEFRAETICRIFLTHL
o false pointer ICK BRI TCRAZRST
o —FEHAR = ZDEIFIENTC free DEIEL

o Rex: 7O S LD alloc-free %=
ROBTFEIRENRNIE<G3...

— User-defined policy-based security suffices?
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Purify: performance

Normal/Purified | gcc X11R4
maze

Run Time (s) |26/81 117/178
a.out size (kB) |815/1570 [674/931
Max heap (kB) |1486/1775 |540/608
Link time (s) 7/35 5/24
&gcc DEITHRETH 3.1 15
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Purify: F& 8

@ Spatial Error:
= REERMEE: O
=ffldFTIT Tk X
& Temporal Error:
= BERZILRESE: O
=B/ X
€ Leak Detection: O
& Pointer Safety: A (access check enforced)
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Saber-C

e U9 TUSIN—AD debug EiE
=Saber-C An Intepreter-based Programming
Environment for the C Language.

 Stephen Kaufer, Russell Lopez, Sasha Pratap
(Saber Software Inc.)

o USENIX ‘88 Summer, pp161-171

=R ¥ CodeCenter
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Saber-C: &

eC DY —A%ZEHRFAHPEI— %
19T IVIRT
=ATUIY TPV EMBEDET
57\ Sk
2 EITEE: 1/200 12E
SRWMEREA T AP TG E &R
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Saber-C: XEUEE

SIMBDOAEVERBI AT
=sAEULA 7D EEEREITERU
EEATUD—FICYA X BEHRZTS
o RA VI DELUERRIGTESEH <pointer> ICRZS...
e T)INSDT I BRI
EHEIN TR, FRIMEHEAEIAD
POCRGEEFIVY
o RADEATEIREDIE magic value ZELTHLLSLLY
(Purify DF®XLD)
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Saber-C: X5

cTEP<EPEL

eXTITO LT 7AIVDSHRMAENIC
J— FI& no-check T=E1T
=sprintf OERFEBENG EBIRETELEL

@Temporal Error (reuse) DF v I &
TELSTED
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Saber-C: &F& 8

@ Spatial Error:
=Ri#EFRMEE: O (all code must interpreted)
=T TIT I A (X?)

&Temporal Error:
= BERERFEIE: O (all code must interpreted)
=/ X

& Leak Detection: X

& Pointer Safety: A (access check enforced)
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Safe-C

@ Safe Pointer Z{# > Ic&ZE M DIR:E

¢ SEEN I 3P TIIME—
heap @ temporal error =% & (ZH&H

= Efficient detection of all pointer and array
access errors.

e Todd M. Austin, Scott E. Breach, Gurindar S. Sohi
(Univ. of Wisconsin-Madison).

e Proc. of SIGPLAN PLDI '94.
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Safe-C D125

& RNDEZFZ% D Tagged-Pointer
evalue: [EZ ST ERDRA S5
=base: ELHIEENDRA 5
=size: base DIEL TL\BFEIE DY 1 X (bytes)
=storageClass: FRIZDIELE
* Heap, Local, Global
=capability: $Ei5i0 “ID” (#%:h)
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Safe-C: "Capability” (1)

e B AEVFEEIC—ES Capability Z{15
EMalloc, Stack frame FEIR CEIDHT

cIRTEEETTVIRBOESZEIE
=Malloc, Stack frame FE{R CEMN
&Free, BIERDIR T BFICHIPR

¢ AEU 77U TAZ &IC Capability check
=R+ 5 D Capability B LEEDESICH B H
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Safe-C: "Capability” (2)

e ¥55%%% Capability
=FOREVER: EICE%h
« Global Object [ZF U T35
=NEVER: & (ZHEZ
o NULL pointer (0) [C3 UL TIH&
& Setjmp/longjump ¥R
=Stack Frame @ capability (& depth-first order
« Non-local exit: IRTE &R D FDED cap. ZHIF
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QS
Safe-C: &&&

€ Spatial Error:
= REERMEE: O
=thOF TR O
€ Temporal Error:
= BRRZILRELE: O
= BFEMEE: O
& Leak Detection: X
€ Pointer Safety: X (check can bypassed)
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Bound Checking C Compiler
¢GCC AEIC K BEFIEHF T v

=A bounds checking C Compiler.

e Richard W.M. Jones, Paul Kelly, Naranker Dulay
(Imperial College (UK)).

e Tech. Report? (1995).
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BCCC: #f&
eGCC 7OV IV FEEICLSD
J—FiEA

=BXADSRA U IFEEHRHUT
RMIFUHUICEERZ
s AEYTFOCABITRAS O FH
RS NICAEVMREZIEL TV S HRE
SAEVEEI AT LZEE
=ERSNICATUFEEDES % tree TREF
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BCCC: TJ— F#EA

SRAUFICHTBREEICHIDUIC
B zER
2+ -(int) * []-> -(ptr) < > <=>===1I=
++(pre/post) --(pre/post) !
*, [], -> CIERAREBOERZEE

=Cast [CDUVWTIFE T L

May 29, 2001

BCCC: X EUEE

emalloc: FBRENICATUMEEZ
E£8I1TEM
EFIfRICE T OREEE
sfree: EAH S MBI ZHIFR
=IO EFIA:
optionl: "L 7LV option2: g 3"...
=HFIFASINICEIBICHT S care UL
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BCCC: Performance
eNSA—SZTHE(ICT B EFMET—5

=Tree DIRE. HFRIA L. Zofth...
= CTHIEBA%EVDDRER (M
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e
BCcc: F&E&

€ Spatial Error:

= REERMEE: O

=ffldFTI Tk X
€Temporal Error:

= BRRZILRELE: O

=HBHMA: X (no-free semantics not acceptable)
& Leak Detection: X

€ Pointer Safety: A (access check enforced)
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Various replacements for malloc()

emalloc DERSA TSV
=[eak Detection: dmalloc etc.
=Garbage Collection: Bohem etc.

= REH ORI TR
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Malloc() replacements: & & &

@ Spatial Error:
=REERMEE: X
eftdATI LIk X
@Temporal Error:
=BIERARFEI: X (A: GC-based)
=B X (A: GC-based)
=Leak Detection: O
& Pointer Safety: X
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StackGuard etc.

& Stack buffer overrun [C&L3
security hole IZPRE UTCHIER

B9 YO EOZEE & return address DREIC
EZBUREA® magic number 1A

=Low overhead expected

2EZOMDIS—. RUBULESAHCIIED

May 29, 2001 37

StackGuard etc.: F& &

€ Spatial Error:
B RIERFEIR: A (stack sequencial access only)
=ffldFTI LTk X
€Temporal Error:
= BERRANRELE: X
=F/FA: X
=Leak Detection: X
€ Pointer Safety: X
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BFFIHDEFEE D (1)

B | zerg | R R
RETE3 IS — DS %=
®MM B e

Purify O|X|0|X|O

Saber-C @) O|x|0
Safe-C 0O|0|0|0[X | X

Bound-Checking C Comp. |O|X|O|X|O
malloc repacements X | X X | X
StackGuard X|X|X|X|X
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EFHHEDEED (2)

@Scheme, ML LNIVDZE M (FEW
= AE D (CIHEINENIC Pointer. 3 WLME
RAINDRA I ITHT B
ERDIFEAETVLDIEFEE?
o C++ DAV FF—TJIVIIREERA 5 DELS
—C++ AT U MICIRBEBRA VDKL
o BEEURA U S ORE = FEDO I — FET
-8 AVYY FF—TIIFRER
eX(C debug ITFE: EEOREEIKREE
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Q@ ==ozvny
CEREEH/
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e
=55

SRELGATV I CAERDIERE
=FHEBIDAEI 7 OER
BERIERRA I RIE

e void ¥, "A * > int > A ¥ iR 2SO
£ Well-known hacks DY 7R—

o ILH A EER
—structure S { ...; char buf[1]; }
o HBEDBEZ HDBEAFED cast
— ex. SOCKADDR, SOCKADDR_IN, SOCKADDR_UN

May 29, 2001 42




F—5F%H (1)

eBATVMEEICY A X EBUEHRZHS
= Array-boundary check

=RTREIERICE D ENHG7 U T AREE

=Non-escaping local object |34 &
RE(E TR ENDEBIFT
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F—5F%H (2)

& Pointer: 2-word &I}
= <Base, offset> pair
o Y XE$RIL Base H 5 BIE ICHVIS T AE
— Common-subexpression elimination CERE{LTT8E
= Casted-pointer DfcHDT 54572
ecast TNTUVELSH A IF TV IIEIFT OK
o cast TN TV B >BUEFRZE > ICEIBNREE
— R4 5D type safety ZFh!
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F—&H (3)

@Integer: 22D 2-words KIH
=C EEEDRIEIE:
* void * DIEHZINT TE 3 BEHEN DD
o METEHS FDIERDEL % void * [CTES
- pointer safety &1ER —> R UIEHRZETS
=Taura-san'’s suggestion
=Efk:
e ML &H'® boxed/unboxed repl. (CFT 3
RE{EAHEEZSDTIE?) by Sumii-san
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e
5 5% (4)

¢ AE'EHE: Garbage Collection?
= FMR DA E & DLLE:

e Free UEUWVAEHEERIM

« aging B 5HIH

» Capability-management
- PO EADICTIC Hash (FEL
—1-word REHCES
=22 EOFTI O FER

=Memory Leak [C¥39 3 Protection [CH %D
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E£2
eEESE: $F5< 0Caml :-)
=Sumii & A& “Pair-Research” 4o
=& DX 0Caml T/IN—H1ERX

27A<5 VI fib BFEIK K SWVIZIFLICLY?
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