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Abstract

The global information service in the Internet is a
heterogeneous and rapidly evolving environment.
Constantly, new information services are added, othersare
modified, removed or in fault, making it more and more
intractable to maintain a coherent image of the information
environment. Moreover, users interests and demands for
information services are rapidly changing. In this paper we
propose the concept of an Autonomous Community
Information System (ACIS) to meet the users’ requirements
and guarantees the evolution and continuity of the
information systems. It allows individual end-users
(community members) to communicate directly with one
another and share information without relying on any
centralized authorities to organize the network. Moreover,
it does not load up any single node excessively.

For an efficient communication among the community
members, we propose an autonomous decentralized
community construction technique. It makes hotspotsin the
community network very improbably and satisfies the
fairness by distributing the network traffic evenly among
the community members. In addition, it is highly scalable
because the complexity of this technique at each node
grows logarithmically with the number of the community
members.

1. Introduction

The Internet's phenomenal impact, the subsequent
growth and the evolving in sociad and economic
environments raise more sever and complex requirements
for the information service systems. The information
systems are confronted to two challenges. First, the number
of worldwide Internet usersisincreasing very quickly with
agrow rate of 20% annually [1] and it is predicted to exceed
one hillion by the end of 2005. In addition, the world

publishes on-line about 300 terabytes of information every
year [2]. It reflects the extremely large size of the Internet
that contains more than 800 million [3] pages of various
types. As more and more users and information engaged in
the Internet, users are finding themselves increasingly
overwhelmed with the available information, and no single
centralized systems or portals can timely locate, and catalog
ever-increasing information. As a result, locating the
required information in real time is increasingly difficult.
Currently, the search engines index about only 25% of the
available services to the users [4], [5]. We believe that
increasing information system complexity shall reach a
level beyond human ability to manage and maintain.

Users require continuous, reliable, and available
information service [6]. Under the evolving situations, they
have heterogeneous and dynamically changing requirement
levels of timeliness, and reliability [7]. Timeliness and
reliability are essential components in modern high
assurance systems [8]. Obviously, current information
systems have failed to fulfill the stringent Internet users
requirements. Consequently there are increasing needs to
design information systems that characterized by
decentralized control, large scale and extreme dynamism of
their operating environments to meet the users
heterogeneous demands. These systems can be seen as
instances of Complex Adaptive Systems. Social community
is an instance of complex adaptive systems [9].
Cooperation is the key of evolution and continuity of the
social communities. The potential benefits of cooperation
among people should drive progress evolution in culture,
technologies, and business [10]. Inspired from both the
spirit of cooperation in the socia communities, and the
Autonomous Decentralized System (ADS) concept [11]
[12], the concept of Autonomous Community |nformation
System (ACIS) is proposed to meet the users’ requirements
and guarantee the evolution and continuity of the
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information systems. We propose ACIS to allow individual
end-users to communicate directly with one another and to
shareinformation without relying on any centralized server.
It is completely decentralized: each member of the
community performs the same set of tasks and servesall the
other community members.

In the client-server model, the value of the network to
individual users decreases with the dramatically increasing
of the total number of participants in the network. In this
paper we propose an autonomous decentralized community
construction technique to exhibit what economists call the
"network effect" [13] in which the value of the community
to a community member scales with the total number of
participants. The contribution of this paper is the
proposition of the autonomous community information
system concept and architecture for a complex adaptive
information system. In addition the proposition of the
autonomous  decentralized community  construction
technique. Consequently, our proposed construction
technique achieves fairness among community members.

The remainder of this paper is organized as follows.
Section 2 clarifies the autonomous community information
system concept. Section 3 exhibits the system architecture
and the autonomous decentralized community
communication technique. Section 4 exposes our proposed
autonomous  decentralized community  construction
technique. The last section draws conclusions.

2. Autonomous Community Information

System Concept

The main concerned of the information systems has been
in the past to retrieve efficiently relevant data for a
particular request from immense repositories [14]. The
research in information systems has turned to identify the
location of the services and efficiently make the demands
meet the offers. In such distributed systems two actors are
coexisted:

o Service Providers, offer the information content in the

system.

e End-users, consume the information services.

The current information systems have been designed on
the basis of the centralized Model. They did not take into
accounting the data and processing power that resides at the
end-users. The PC’ s of these users are the dark matter of the

Internet, i.e. 90% of the Internet resources areinvisible[15].

In such systems, users are passive actors (receive, but do
not contribute, information) and their PC's are nothing more
than alife-support system for a browser and a place to store
cookies. As the number of users and information, are
rapidly growths service providers become increasingly

overloaded. For instance, the flash crowds caused by the
September 11, 2001 terrorist attacks in the U.S
overwhelmed major news sites such as MSNBC and CNN,
pushing site availability down close to 0\% and response
timesto over 45 seconds[16]. In addition, MSNBC quickly
switched to serving static HTML and the percentage of
error status codes dropped to 6.7%. Thus the current
information systems have failed to satisfy the Internet users
requirements. Obviously, end-users collectively and
cooperatively have more significant data and processing
power than centralized service providers. Thus the next
generations of the information systems must be
characterized by large scale, decentralized and cooperative
management. They will reversetoday's"everything onto the
Web!" trend and drag information out of the centralized
service providers onto end-users PC's. They must bring a
new consequence to the end-users and make them active
actors. The cooperation among users is the key of the
existence, evolution and continuity of such systems. The
community as asocial phenomenon deals with establishing
and working with meaningful connections between people.
The constructive cooperation among them guarantees the
successful community. The value of the individua is
enhanced, because many systems emphasize each person's
unique contributions. However, the value of individual
differences does not lead to rampant individualism. Instead,
member-to-member raises the value of the community.
Thereisno such thing asasingleindividual. The value of a
member grows together with his ties to al the other
members in the system. Thus, the member gains value
insofar as he or she contributes to the community and
obtains the community's benefits.

Under the dynamically changing environments, the
system has to cope with the unsteady network conditions,
and extreme dynamismin users’ demands and interests. The
system has consequently to assure the online-expansion,
mai ntenance and fault tolerance of the information systems.
Inspired from both Autonomous Decentralized System
(ADS) concept [11] [12], and the cooperation in the social
communities, we propose the concept of Autonomous
Community Information System (ACIS). In fact there are
large numbers of articles have given definitions of the
community from the social point of view. Inspired from the
ADS concept, we define Autonomous Community as aplace
where a group of autonomous members having individual
objectives, common interests and mutually cooperate to
enhance their objectives. We used the term community as a
metaphor of the new wave of computing technologies.
ACIS has the following properties:

e Autonomy. The actors of the system are members.
They autonomously manage themselves and



autonomously coordinate with the others.

e Adaptability. The system is self-adapting to the
change of the members' interests and demands.

e Synergy. Mutual cooperation improves the
performance of the individua members and
increasesthe availability of the systemthey form. As
more and more members participate in the
community, the system is constantly scalable.

It is a promising concept for information services
operating at the edge of the network. It realizes an adaptable
information sharing system that successfully able to carry
out, and enhance community members objectives
(information sharing) in dynamic environments. It doesn’t
guarantees only the autonomy for each member but also the
cooperation and fairness among members. Members are
active actors in providing and utilizing the information as
well. Community brings new importance to end-users.
Moreover, the community members improve their
objectives by mutually support and can do things that
individually cannot. For instance, in the autonomous
community information systems, members cooperatively
locate their requested information timely and reliably. We
have developed a system architecture, called Autonomous
Decentralized Community Information System (ADCIS),
that fosters the concept of autonomous community
information system.

3. Autonomous Decentralized Community
Information System Architecture

The autonomous decentralized community network is a
self-organized network. It isaset of nodeswith considering
the non-hierarchy, symmetric connectivity and the
existence of loops. Each node keeps track of its immediate
neighbors in a table contains their addresses. Each node
knows its neighbor nodes and shares this knowledge with
other nodes to form aloosely connected mass of nodes. For
example, Figure 1 shows that each community node knows
only four members. The bold lines represent thelogical link
among the community nodes. Each node judges
autonomously to join/leave the community topology by
creating/destroying its logical links with its neighbor’s
members based on its user’ s preferences. Section 4 presents
our proposed technique to construct community network.
Each node recognizes autonomously member from a
non-member and cooperatively forwards the community
information to only its neighbor’s members. Community
node does not forward the community information/request
out of the community. Moreover, each node judges
autonomously to store the relevant received information
according to its situation and the importance of the offered

information. Each community node keeps a short memory
of the recently routed messages to avoid the congestion in
the community network. Each node autonomously
coordinates (cooperates) with the othersfor locating, and/or
providing the information in the community. If any member
left the community, hisnode failed, or anew member joined
the community, the other community members still can
coordinate their individual objectives among themselves
and each member able to operate in a coordinated fashion.
The community boundary changes with the dynamic
change of its members’ requirements.
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Figure 1. Autonomous decentralized community architecture

ADCIS architecture has no central server whatsoever, as
you can see in Figure 1. The autonomous community
network is constructed as follows. The end-user who wants
to join a community has to discover at least one of the
community nodes on the network. Then he interacts with
each of them for sending and receiving the community
contents. The end-users’ nodes can either use information
from alocal configuration scheme to discover acommunity
node (for example, a configuration entry that tellsit who to
talk with) or it can employ network broadcasting and
discovery techniques such as IP multicast to discover the
other community members. The strength of thisarchitecture
isthat it does not rely on any one server to be available for
registration of itslocation in order for other members node
to find it. ADCIS architecture is fully decentralized model,
where each participating node has an equa’s
responsibilities. It does not rely on any central authority to
organize the network and does not load up any single node
excessively. It enables the development of the information
systems with adaptability, reliability and high availability
characteristics previously unseen in the Internet. For a
real-time communication among the community members
we proposed the autonomous decentralized communication
technique in section 3.1.

3.1 Autonomous Decentralized Community
Communication Technique

The conventional communication, typically through Web
browsers, has been built on the one-to-one communication



protocol. In one-to-one, data travels between two clients,
e.g., email, e-talk. This unicasting protocol gobbles up the
network bandwidth and makes the real time services
unresponsive. Cashing most popular web pages on the
proxy server reduces the network bandwidth consumption
and the access latency for the clients. In contrast, the web
cashing techniques have some disadvantages. First, asingle
proxy server isasingle point of failure. Second, the limited
number of clients per proxy manifests bottleneck affects.
Third, Data does not updated automatically. Finaly, cash
Miss cause increase in latency (i.e. extra proxy processing).
In the conventional one-to-many group communication the
message travels primarily from a server to multiple clients,
e.g., web download and software distribution. For very
large groups (thousands of members) or very dynamic
multicast groups (frequent joins and leaves), having asingle
group controller might not scale well. Currently, thereisno
design for application-level multicast protocol that scalesto
thousands of members. Overcast [17] builds the mesh per a
group containing all group members, and then constructs a
spanning tree for each source to multicast information. The
mesh creation algorithm assumes that all group members
know one another and therefore, does not scale for large
groups. Bayeux [18] builds a multicast tree per a group.
Each request to join agroup isrouted to anode acting asthe
root. This root keeps a list of all the group members. It
generates more traffic for handling a very dynamic group
membership. In particular, all group management traffic
must go through the root. Bayeux ameliorates these
problems by splitting the root into several replicas and
partitioning members across them. But this only improves
scalability by asmall factor.

ADCIS is a very dynamic system: users are frequently
joined and left. As a result handling ever-change

community membership on acentral authority isimpossible.

In [3], an autonomous decentralized community
communication technique has been broached. It performs
the communication among the community members and we
call it“1->N". Unlike the conventional communications are
address-based, our proposed communication technology is
content-code based. A brief scenario for the 1->N
community communication is as follows. The community
node asynchronously sends a message to N neighbor’s
nodes. Then, those N nodes forward the same message to
another N nodes in the next layer and so on gradually layer

by layer until all the community nodes received the message.

This community communication technique handles, as the
model knew like viral propagation. It broadcasts the
message gradually layer by layer to al the community
nodes. It does not rely one any central controller. Each
community node has its own local information and

communicates only with specified number (N) of
neighbor's nodes. There is no global information (e.g.
multicast group address). Autonomous decentralized
community is loosely connected mass of nodes and loosely
controlled.  Autonomous  decentralized  community
communication technique has the two communication
protocols: publish-based broadcast, and request-based
broadcast.

e When one of the community members has new
information she/he broadcasts it to all the community
members using “1->N". Each node autonomously
judges to store the relevant received information
according to itssituation (e.g. limited resources) and the
importance of offered information. The publish-based
communication protocol offers an effective solution to
the flash crowd problem. The flash crowds are typically
triggered by events of vast interests, whether planned
ones such as 1998 FIFA World Cup event [20] or
unplanned ones such as a plane crash or such as an
earthquake. The solution scenario isasfollows. As soon
as one of the community members downloaded an
interested content for the community from the server,
he/she publishes it to all the community members,
thereby relieving the server of this task and alleviating
load on the server. Thus the load is distributed among
the community nodes and increased dightly even asthe
number of nodes increases dramatically. In addition, it
represents a scalable solution for large-scale
dissemination systems.

e When a new node joins the community and emits a
request message, the others community nodes cooperate
to locate the requested information. When any
community node receives a request message, it
processes the request. If no results are found at that node,
the node will forward the request to its neighbor’ s nodes
with using “1->N". Otherwise, if any results are found
at that node then the node will produce results (such as
pointers to information) and the node will send asingle
reply message back to the requester viathe reverse path
traveled by the request. The reply by reverse path
technique emerges weakness when very large number of
nodes joins the community and those nodes emit the
same request. As a result a constant increase in traffic
per node is too high. Because of the autonomous
community is loosely controlled and no community
node knows total information about the system. So we
select to reply to al the community nodes using “1->N”
instead of reply by reverse path to the requester only.
The reply to all technique affluent the other community
members to emit the same request.

This communication technique is characterized by



bilateral benefits. In other word all members cooperate for
the satisfaction of all the community members. Asmoreand
more users join the community, the availability gradually
increases and becomes more attractive and useful to al its
members. Moreover, it guarantees fairly, uniformly and
timely communication among the community members. For
efficient broadcasting, we propose an autonomous
decentralized community network construction technique
in section 4.

4. Autonomous Decentralized Community
Construction Technique

4.1 Goals and Requirements

The autonomous decentralized community network isto
be symmetric in the sense that each nodein the network isto
have identical capabilities and duties on the network. This
excludes the existence of central servers that might be
involves in organizing the network. Our first goa is to
construct a community network that can support broadcast
efficiently. In addition, we should avoid hotspots in the
community network by distributing the network traffic
evenly among the community nodes during the broadcast.
Fairness among community nodes is highly required.
Unfairness among members pushes them to give up from
the community system, as a result the availability of the
system is gradually decreased and the system becomes
distasteful for its users. The fairness objective dictates that
the al nodes must have the same degree as possible. The
second goal is to make our community network
construction is highly scalable. In other words, the
complexitiesfor joining and leaving nodes should be aslow
as possible. Finally, the community network topology has
to provide redundancy. Node failures must not lead to the
community network disconnecting or severely hampering
broadcast properties. Next subsection presents our
proposed construction technique for the community
topology.

4.2. Organizing nodesin a Random Graph

It has been observed that the node degree distribution of
the Internet with ‘uncontrolled evolution” mimics a
power-law. It occurs when no scheme is imposed on the
way nodes join and leave the network. Any node can join
and leave the network at any time and via any node already
in the network. Such networks are likely to grow to become
exponential networks. This uncontrolled evolution may
lead to some hotspots in the network. In that respect, there
are increasing needs to construct the community network
with making the potential hotspots very unlikely. Thus, we

have decided to construct community network with a
randomized technique. In this paper we construct the
community network as regular multi-graphs that are
composed of independent Hamilton cycles. We construct it
as regular random multi-graph for three arguments as
follow. First, regular graphs are chosen because it is
required that all nodes having the same degree. Second, we
construct the community network as an intermediate of the
completely ordered regular network and the fully random
network for achieving two interesting features: high
clustering i.e., there is a high density of connections
between nearby nodes, which is a characteristic of the
regular topologies, and short network diameter, which is
typically observed in random topologies Finaly, the
community network composed of Hamilton cycles having
the advantage that nodesjoining or leaving will only require
local changesin the graph. Consider a multi-graph G = (V,
E), such that V isthe set of nodeswith labels[n] ={1, 2, ...,
n} and E isthe set of edges. Assume H,, denote the set of all
Hamilton cycles on set [n], and C,;, C,, ...,Cy € H, for
n23, E = (Cl, C,, ...,Cd). Let Hn,2d be the set of al
2d-regular multi-graph constructed by some C,, C,, ...,Cq4
e H,.. To construct the community network with achieving
the goals mentioned before, we shall construct 2d-regular
multi-graphs in Hy»q for d >2and n>3. Of course if
n<2d +1we might use a complete graph instead of
H-graphs. For each node the neighbors are labeled as r,®,
r @ r @@ r 9 For each i, 1, denote the
neighbor node's predecessor and r.” denote the neighbor
node’ s successor on the ith Hamilton cycle.

4.2.1 Discovering Community Networ k

The end-user who wants to join a community has to
discover at least one of the community nodes. The
end-user’s node can either use information from a local
configuration scheme to discover a community node (for
example, aconfiguration entry that tellsit who to talk with)
or it can employ network broadcasting and discovery
techniques such as IP multicast to discover the other
community members. The strength of thisapproachisthat it
does not rely on any one server to be available for
registration of itslocation in order for other member’ s node
tofindit.

4.2.2. Member Joining/L eaving Process

As soon as the end-user’s node discovered one of the
community nodes, it sendsajoin request to thisnode. Inthis
paper, we propose two basic operations for the community
network construction: Join and Leave. The Join(x)
operation inserts a new node x into the community network
graph G. Any node in the graph G must be able to accept a
join request at any time. In addition, any hode in G can also



call the Leave() operation to removeitself from the graph G.
The operations pseudo codes are tabulated in table 1.

Edge (x, v, i){
(x=>r{))«y
(y=r{")« x}
Add (x, i{
Edge (Calling_node, x, i)
Edge (x, Calling_node=>r", i) }
Join (x){
Fori:=1, ...,din parallée
do z:=Randomize()
z = Add(x, i) }

Leave () {
Fori:=1,...,din parallel
do Edge (rp(l)v rS(I)v I) }

Table 1. Operations pseudo codes

The expression h = var means that we seek the value of var
from node h. In addition, the expression h—, Proc() callsa
remote procedure Proc at node h. Finaly, (h—=var) <y
means that we set the variable var of node hto valuey. The
procedure Edge(x, y, i) connects two nodes x and y on the
level-i cycle, and procedure Add(x, i) makes node x the
successor of the calling node. A new node x joinsby calling
Join(x) at any existing node in the graph. Node x will be
inserted into the cycle i between the node z and the
successor of the node z ( z = r") for arandomly chosen
z'sfori=1, ..., d. Figure 2 showsthe joining operation for
the new node F. For clarity we show only two Hamilton
cycles C; and C,. The Randomize() function returns a node
that was chosen uniformly at random from the graph as
follows. A new node x broadcasts a request to all nodes.
Each nodewill be asked to reply with acertain probability p
= O(V/n). Thus node x expects to receive some replies and
can autonomously select randomly from them. Clearly asn
increases the probability p for the new joining node to
connect to the previous selected one is converged to
zero (lim p = o) . Moreover, a broadcast on a H-graph

sends at most (2d-1)n messages and terminates O(logy n)
steps with high probability.

The information on the topology of the community
network is packaged in this technique. It is used to police
nodes joining and leaving the community network: Instead
of alowing nodes, to join and depart without any
restrictions, nodes are made to connect to randomly
selected nodes already in the community network on
joining with reserving the same degree for all the nodes.
The constructed topology is an intermediate of the
completely ordered regular topology and the fully random

topology.

In this paper we construct the community network as
random regular graph instead of completely ordered regular
graph. The simple type of the completely ordered regular
graph consists of a ring of n vertices, each of which
connected to its nearest k neighbors. For example if k is 8,
each vertex is connected to its nearest four neighbors on
each side (eight in total). When n is much larger than k
(k<<n) then the diameter of this graph can be show
approximately asn/2k. For example, if nis8,192 and k is 8,
then n/2k is 512- a very large number of hops to get the
opposite side of the ring. While the random regular graphin
Hn2q (k=2d), vertices are connected to one another in
random. For a large random regular graph the diameter is
approximately loggn. So using our previous example where
n was 8,192, and k was 8, then diameter would be log
8,192/log8 = 4- much better than 512 hops for the
completely ordered graph. Figure 3, shows that the
community network diameter grows logarithmically with
the network size.

D) —C. ABCDEA o) — C,: ABECDEA
New node |.. C;: ACEBDA . C,: ACEBDFA

Figure 2. Joining operation

In [21] authors have proposed an algorithm for building
low-diameter peer-peer networks with bounded degrees.
Their approach and techniques are different with ours.
Their protocol relies in one host server, which maintains
knowledge of the global topology. This server gives the
new joining node D random nodes to contact. Thus this
approach is not scalable for a large number of users.
Contrary, our protocol is a fully decentralized one for
membership management. Thus, the autonomous
decentralized community system is not only loosely
connected mass of nodes as we mentioned before but also
loosely controlled. We conclude that with forming the
community network as a regular-random graph, alows
message to spread much more rapidly across the
community network. Thus our proposed community
network construction assures more efficient communication
technology. Now we are working for simulating the
proposed technology for joining and leaving.
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5. Conclusion

The global information services are rapidly evolving and
the users' requirements for information services are change
quickly. Moreover, the complexity of information system
increases and shall reach a level beyond human ability to
manage. The current information systems are failed to
satisfy the ever change and stringent Internet users
requirements timely. As a result the information systems
should be characterized by decentralized control, large
scale and extreme dynamism of their operating environment.
In this paper, we have developed a system architecture,
called Autonomous Decentralized Community Information
System (ADCIS), that fosters the concept of autonomous
community information system. It realizes the adaptable
information sharing system that successfully able to carry
out, and enhance community members objectives
(information sharing) in dynamic environments.

For efficient communication among community
members, we propose an autonomous decentralized
community network construction technique. It is
completely  decentralized technique. It  supports
broadcasting efficiently. In addition, it makes the hotspots
in the community network very doubtfully and achieves
fairness by distributing the network traffic evenly among
community nodes during broadcast. Moreover it is highly
scal able because the complexity of joining is O(logy n) with
O(d logg n) messages and the complexity of leaving is O(1),
with O(d) messages.
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